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Il THE GROWTH OF the low-cost resource-con-
strained Internet-connected (Internet of Things—
IoT) devices is of immense interest from a security
perspective. As the systems become increasingly
complex, more potentially exploitable attack vec-
tors emerge, leading to higher chances of security
vulnerabilities. Hence, most of today’s embedded
devices are equipped with cryptographic algo-
rithms to provide confidentiality and authenticity
of data. However, these algorithms are implemented
on a physical substrate, which leaks critical corre-
lated information in the form of electromagnetic
(EM) radiation, power consumption, timing of the
crypto operations, cache hits and misses,and so on,
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leading to side-channel

analysis (SCA) attacks.

An attacker can uti-
lize this side-channel
leakage information to
extract the secret key.

Many real-world ex-
ploitations utilizing the
power and EM SCA have
already been demonstrated. Recently, the smart
lighting system Philips Hue was hacked by exploit-
ing the underlying operating system, utilizing what
is known as power SCA [1], allowing the attacker to
perform over-the-air firmware updates.

As multiple devices remain interconnected
within an IoT network, a small vulnerability on one
of the edge devices could prove extremely costly
to the security of the entire large-scale network.
Hence, security considerations, including power
and EM side-channel leakage analysis, should form
a necessary part of the design life-cycle of all the
embedded devices, even if it is not a critical node
of the loT network.

Despite these requirements, even today, many
existing embedded devices do not employ SCA pro-
tection. This could be because of two main reasons:
the time to market and the cost. First, the time to market

2168-2356/21©2021 IEEE

6/



Top Picks in Hardware and Embedded Security

is extremely important for industry, and hence SCA
attack protection schemes need to be scalable across
technologies and should be generic for all algorithms.
Moreover, it is desirable to have a countermeasure
as a wrapper around the entire crypto core without
any changes to the existing algorithms, thereby also
ensuring legacy protection. Second, the cost is related
to the area, power, and throughput overheads of the
countermeasure. Hence, a low-overhead energy-effi-
cient generic synthesizable countermeasure is neces-
sary which can provide protection against both EM as
well as power SCA attacks. In this article, we discuss a
white-box analysis of the EM leakage to root cause the
source of the EM radiation from a crypto IC, leading
to the design of a current domain signature attenua-
tion (CDSA) hardware with local lower-level metal
routing to protect against both EM as well as power
SCA attacks.
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Figure 1. (a) and (b) Types and history of EM/
power SCA attacks and (c) types of EM/power SCA
countermeasures.
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EM and power SCA attacks
Power/EM SCA attacks can be classified as non-
profiled and profiled attacks (Figure 1a).

Nonprofiled SCA attacks

In 1998, Kocher et al. [2] showed the first non-
profiled power SCA attack in the form of simple
power analysis (SPA) and differential power analy-
sis (DPA). Several attack vectors have emerged since
then, making it an active research domain even
today. Nonprofiled side-channel attack is a direct
attack on the target device using hamming weight
(HW) or hamming distance (HD) leakage model. It
includes the conventional correlational/differential
power/EM (CPA/CEMA/DPA/DEMA) attacks.

The timeline of the EM/power SCA attacks is
shown in Figure 1b. Following the advent of power
SCA, the noninvasive EM attack was studied exten-
sively by Quisquater and Samyde [3] in 2001. In
2002, statistical template-based profiling attacks
were developed by Chari et al. [4], which will be dis-
cussed in the following subsection. In 2004, correla-
tional SCA attack was introduced by Brier et al. [5].
Recently, in 2011, machine learning (ML)-based SCA
was introduced by Hospodar et al. [6].

Profiled SCA attacks

The traditional nonprofiled SCA attack requires
thousands of traces against an efficient hardware
implementation. On the other hand, profiling attacks
are performed in two phases—the training phase,
which is also known as profiling, and the attack
phase. During the training/profiling phase, which
happens prior to an attack, an offline template is built
using an identical device. The entire heavy-lifting is
thus offloaded to the training phase which happens
offline prior to the actual attack. During the attack
phase, unseen traces are fed to the trained model
which then predicts the correct key byte with as low
as a single trace. Profiled attacks can be classified
into statistical template-based attacks (TAs) and ML
or deep-learning-based SCA attacks.

Statistical TA: These statistical TA utilize a multivar-
iate Gaussian distribution of the points of interest
(Pols). Pols are the maximum leaky time samples
determined based on the difference of means, or
the sum of squared differences, or the signal-to-
noise ratio (SNR) across multiple traces [4].

ML attacks: The ML-based SCA attacks utilize
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supervised techniques like the support vector
machine (SVM), self-organizing map (SOM),
random forest (RF), and deep neural network
(DNN). Recently, DNNs have generated huge
interest in the SCA community as they can even
defeat SCA-protected implementations. Specifi-
cally,convolutional neural networks (CNNs) have
been shown to defeat clock misalignment-based
countermeasures [7]. Also, masking-based coun-
termeasures have been broken using DNNs [8].
Moreover, DNNs are preferred over statistical TA
as they can handle large dimensionality of the
data and do not require a precise Pol selection.
Recently, in DAC 2019, X-DeepSCA demonstrated
the first cross-device deep learning (DL)-based
side-channel attack on AES128, showing the fea-
sibility of even a single trace attack [8]. X-Deep-
SCA showed a ten improvement in the minimum
traces to disclosure (MTD) even for low SNR sce-
narios compared to the traditional CPA attack,
increasing the threat surface significantly.

State-of-the-art countermeasures

In this section, we will look into the countermeas-
ures against EM/power SCA attacks. These counter-
measures can be classified as logical, architectural,
and physical techniques (Figure 1¢). Most of the log-
ical and architectural countermeasures are design
and algorithm-specific, while the circuit-level coun-
termeasures are generic to any crypto algorithm
and can often be used as a wrapper around it. All
of these countermeasures operate on the fundamen-
tal principle of decreasing the SNR, and thus rely on
the combination of the two key techniques: 1) noise
injection (NI) and 2) critical correlated signature
suppression.

Design-specific countermeasures

Logical countermeasures

Logical countermeasures are mainly based on
power balancing which includes the wave dynamic
differential logic (WDDL) [9], dual-rail precharge
(DRP) circuits, sense amplifier-based logic (SABL),
and gate-level masking [7]. Dualrail logic requires
a custom design of the logic gates to equalize the
power consumption. In DRP cells, one of the outputs
always switches its state (either the original output
or its compliment), making the power consumption
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constant. SABL employs a dynamic and differen-
tial logic and requires the complete redesign of the
standard cell library to ensure that all the four output
transitions (0-0, 0-1, 1-0, 1-1) consume the same
amount of power. WDDL appears to be the first pro-
tection technique validated in silicon and can be
built using the single-rail standard library cells, how-
ever, it incurs a 3x area overhead, 4x power over-
head, and a 4x performance degradation.

Architectural countermeasures

Architectural countermeasures introduce ampli-
tude or time distortions to obfuscate the power/EM
trace. Time distortion is achieved by random inser-
tion of dummy operations or by shuffling the oper-
ations. However, it does not provide high levels of
protection (MTD) as the number of operations that
can be shuffled are limited depending on the spe-
cific algorithm and its architecture. Also, clock skip-
ping and dynamic voltage and frequency scaling
(DVFS)-based countermeasures have been shown to
be defeated using advanced attacks than can realign
the clock based on the power supply signatures [10].
Algorithmic masking techniques are commonly used
[11], but it incurs > 2x area and power overheads.

Overall, the logical and architectural counter-
measures explored to date, including the masking
and hiding techniques, suffer from high area/power/
throughput overheads (as highlighted in Figure 5)
and are specific to a crypto algorithm. Next, we will
study the generic countermeasures that are applica-
ble to any crypto algorithms.

Generic countermeasures

Physical circuit-based countermeasures

This class of countermeasures involves physical NI
and supply isolation circuits. Although NI has been
used extensively in many countermeasures, NI alone
suffers from large power and area overheads. Sup-
ply isolation techniques include switched capacitor
current equalizer [12], integrated voltage regulator
(IVR) [13], and series low-dropout (LDO) regulators
[14]. Switched capacitor current equalizer based
countermeasure is a novel technique and achieves
high MTD, but it requires an analog reset and also
suffers from multiple tradeoffs leading to a 2x perfor-
mance degradation. [VRs using buck converters and
series LDOs have been explored extensively, how-
ever, they suffer from large passives—inductors and
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EM SCA Countermeasure: STELLAR I
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Figure 2. White-box analysis: lower level metal routing
of the SAH embedding the crypto core.

on-chip capacitors. As we will discuss later, these
on-chip MIM (metal-insulator-metal) capacitors
can leak critical side-channel information through
the higher-level metal layers in the form of EM leak-
age [15], [16]. Also, a series LDO-based implementa-
tion inherently leaks critical correlated information
[17], as it instantaneously tracks the voltage fluctu-
ations across the crypto core and regulates the cur-
rent accordingly.

Key Technique I: Global EM/Power
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Figure 3. (a) and (b) Overview of CDSA hardware with
local low-level metal routing.
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Limitations of the existing countermeasures

Most of the countermeasures proposed till now
suffer from a high area, performance, and power
overheads (> 2x). Although the circuit-level tech-
niques discussed above are generic, they treat the
crypto engine as a black box and hence incur high
overheads. Our goal is to develop a white-box under-
standing of the EM leakage (Figure 2, details in the
“Root-cause analysis of the EM leakage” section)
from a crypto IC leading toward a low-overhead
generic countermeasure. Additionally, we also want
to design a synthesis-friendly countermeasure so that
it can be integrated seamlessly into different technol-
ogy nodes without much design effort.

Toward the above-mentioned goals, we proposed
the concept of signature attenuation to prevent both
power as well as EM SCA attacks [16]-[18]. In the
sections that follow, we will present the CDSA hard-
ware along with low-level metal routing (inspired
from the white-box analysis) to provide a low-over-
head generic countermeasure, validated in 65-nm
CMOS technology against a parallel AES256 imple-
mentation [15]. Figure 3 shows the key techniques
behind the proposed CDSA design. As seen from Fig-
ure 3a, the MTD is proportional to the square of the
attenuation factor (AT) providing resilience against
both power as well as global EM SCA. Hence, our
goal is to provide a very high signature attenuation
with extremely low overheads. Figure 3b shows the
key technique of local low-level metal routing to sup-
press the EM signature at its origin within the lower
metal layers.

Rootcause analysis of the EM leakage

In this section, we will study the white-box analy-
sis of the EM leakage to develop a better understand-
ing of the rootcause of the EM leakage. Most of the
existing EM SCA attacks as well as countermeasures
treat the crypto engine as a black box. However, to
design a low-overhead countermeasure, we need
to analyze and understand the rootcause of this EM
leakage.

White-box analysis and STELLAR technique

All crypto engines like AES256/SHA256/ECC con-
sist of multiple digital gates. These transistors switch
their state creating changing currents leading to the
EM radiation according to the Maxwell’s equations.
However, the main question then arises—what does
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this observable EM field depend on? Is it caused by
the transistors itself?

Well, the observable EM fields depend on the
metal layers carrying the current, and not just the
transistors. The transformation of the switching
currents through the metal-interconnect stack cre-
ates the EM radiation which is then picked up by
an external adversary, leading to EM SCA attacks.
Higher-metal layers are thicker (Figure 2, metal-in-
terconnect stack) and hence act as more efficient
antennas at the operating frequency of the crypto
cores, compared to the lower metal layers. Hence,
the EM leakage from the top metal layers (My and
above for the Intel 32-nm process [16]) has a higher
probability of detection using the commercially
available EM probes. This is proven using 3D finite
element method (FEM) system-level simulations of
the Intel 32-nm metal stack [16]. Hence, our goal
is not to pass the correlated crypto current through
the high-level metal layers. But, it needs to connect
to the external power pin. So, we somehow need to
restrict the correlated power signatures to the low-
er-level metal layers, such that the EM leakage is sup-
pressed locally.

This quest led to the development of Signature
aTtenuation Embedded CRYPTO with Low-Level metAl
Routing (STELLAR) [16]. STELLAR proposes routing
the crypto core within the lower-level metal layers and
then embed it within a signature attenuation hardware
(SAH) locally within the lower metal layers, such that
the critical signature is significantly suppressed before
it reaches the top-level metal layers which radiate sig-
nificantly. This concept of signature suppression within
the lower-level metal layers is shown in Figure 2. The
current from the crypto core (denoted by the blue
line) goes through the SAH, which embeds the crypto
core locally within the lower metals and is then passed
through the higher metal layers (denoted by the green
line) to connect to the external power pin.

Long-term impact

Our work on STELLAR led to the first white-box
analysis and developed a better understanding of the
rootcause of the EM leakage. Now, combined with a
SAH with lower-level metal routing, we can develop
a highly resilient countermeasure against both EM
as well as power SCA attacks. The local routing is
extremely critical to minimize the long routing of the
critical signals.
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Looking into the future, we plan to develop a fur-
ther understanding of the genesis of the EM leakage
so that we can kill it even closer to its source [19].
Next, we will analyze the design of our SAH and
combine it with our STELLAR technique to prevent
both EM and power SCA attacks.

Signature suppression
Now, let us look into the details of the SAH.

Evolution of the SAH

The progression of the SAH is shown in Figure 1c.
In 2017, we proposed the first concept of SAH design
in the form of attenuated signature noise injection
(ASND) [17], [20] to prevent power SCA attacks,
generic for all cryptographic algorithms, without any
performance degradation. In ASNI, the key idea was
to embed the crypto engine within a SAH such that
the correlated critical crypto signature is highly sup-
pressed at the power supply node which an attacker
can access, and then inject a tiny amount of noise
to protect against power SCA attacks. Next, STELLAR
demonstrated the efficacy of local lower-level metal
routing to prevent EM SCA attacks, as discussed in
the “Root-cause analysis of the EM leakage” section.
Finally, we combine the concepts of signature atten-
uation from ASNI and the local lower metal routing
from STELLAR leading to the CDSA hardware, which
was demonstrated in a 65-nm test-chip at the ISSCC
2020 [15]. Note that, NI was not included in the
CDSA circuit to demonstrate the efficacy of signature
attenuation alone. Recently, in ISSCC 2021, we pre-
sented a synthesis-friendly version of CDSA which is
generic and also scalable across different process/
technology nodes, while maintaining the benefits of
the analog-like countermeasure [21].

Attenuated signature noise injection

Let us now understand the design details of the
ASNI circuit. ASNI combines a SAH along with a NI cir-
cuit (NI is not discussed here). The goal of developing
aSAH is to have a constant supply current independent
of the variations in the crypto current. The first thing
that we can think of is a constant current source (CS).
However, a constant CS cannot drive a variable current
load (crypto engine). Hence, a load capacitor (C},.,q) is
required to account for the differences in the current, as
shown in Figure 4a. Now, as shown in Figure 4b, a high
bandwidth (BW) shunt LDO is used which bypasses
any excess current through the bleed NMOS whenever
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Figure 4. Build-up to the CDSA design: (a) ideal implementation, (b) SAH with SMC and
active shunt LDO, and (c) CDSA Design: SAH with SMC and bypass bleed PMOS providing

an inherent local negative FB.

the supply current (I¢) is more than the crypto cur-
rent (Io,ypo)- A low-BW digital switched mode control
(SMC) loop compensates for the process, voltage, and
temperature (PVT) variations, and sets the ¢ to a
quantization level closest to the average crypto current
eryproave) DY turning on or off the required number of
CSslices, such that Iog = Ioyyproavs + A. The quantization
error in the supply current A is bypassed through the
shunt bleed. In steady state, once the top CS current
is equal to the average crypto current, the SMC loop
is disengaged and the attenuation is thus given by the
load capacitance and the output resistance of the CS
stage, AT = @ Cq7qs Now, as discussed previously
in Figure 3a, the MTD is proportional to AT?, which
means that a higher output resistance of the CS stage
(rq9 can reduce Ci 4, lowering the area overhead for
iso-attenuation (or iso-MTD). Hence, a cascode CS
stage with very high output impedance is chosen so
that the load capacitance can be significantly reduced.

During steady-state, the SMC loop is only
engaged if the V., node voltage goes below
Viarget - A- OF is above V... + A,, and remains dis-
engaged as long as the voltage remains within the
guard band. The low BW of the SMC loop ensures
that the voltage fluctuations at the V. is not
reflected instantaneously to the supply current,
unlike series LDOs.

Finally, ASNI involves tiny amount of NI in the
attenuated signature domain to further enhance the
resilience against power SCA attacks [17].

Current domain signature attenuation
CDSA combines the SAH from ASNI and the local
lower metal routing from the STELLAR approach to

develop the world’s most secure SCA countermeasure
(MTD > 1B) with < 1.5x area and power overheads
[15]. The main difference in the SAH design is the
replacement of the active shunt LDO loop with a biased
PMOS bleed, as shown in Figure 4c. This reduces the
power overhead while maintaining the same SCA
security enhancement. The bleed PMOS provides the
bypass path to drain the extra quantization error (A)
in the CS current, and also provides an inherent local
negative feedback (FB) allowing any average crypto
current in between two quantized levels of the CS.

The cascode CS stage is designed such that the
unit current per slice is higher than the key-dependent
variation in ICI.),I,mm, so that the key-dependent infor-
mation in the averaée crypto current is not transferred
to the supply current and is leaked by the bleed path,
providing information-theoretic security [15].

CDSA does not include NI and has been imple-
mented in TSMC 65-nm technology with local low-
er-metal routing up to M. The parallel AES256 is
encapsulated by the CDSA hardware providing both
EM as well as power SCA immunity.

Efficacy

Measurements results of the CDSA-AES256 show
an active signature attenuation of > 350x. While
the unprotected AES256 could be broken with
only 8K and 12K traces, respectively, for CPA and
CEMA attacks, the protected CDSA-AES remains
secure even after 1B encryptions, showing an MTD
improvement of 100 over the existing countermeas-
ures [15] (Figure 5). The CPA and CEMA attacks
were verified both in the time as well as frequency
domain. Finally, to evaluate the effects of the metal
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layers on the EM leakage, fixed versus random test
vector leakage analysis (TVLA) was performed. With
200M total traces for the TVLA, the unprotected AES
showed t-values of 1056 and 961 for power and EM
TVLA respectively, while the protected implementa-
tion with lower metal routing showed power and EM
TVLA of 12 and 5.1 respectively [18]. CDSA-AES256
with high-level metal routing showed an EM TVLA
of 8.9, which is much higher than the CDSA imple-
mentation with lower metal routing, proving for the
first time the effects of metal routing on the EM SCA
leakage using on-chip measurements.

The proposed CDSA has also been evaluated
against the DNN-based profiling power SCA attacks
[22]. While the DNN could be fully trained using
only < 5K power traces for the unprotected AES256,
the protected CDSA-AES256 could not be trained
even after 10M traces, demonstrating the efficacy
of the proposed countermeasure against DL based
SCA attacks. This is also the first countermeasure val-
idated against the DL SCA attacks.

Overall, against the nonprofiled attacks, the CDSA
achieved > 1B EM/power SCA MTD with 1.37x area
and 1.49x power overhead. It is also a generic coun-
termeasure and can be extended to any crypto algo-
rithm providing both power and EM SCA protections
without any performance overheads.

Long-term impact and future directions

The proposed CDSA countermeasure can
be integrated with both hardware and software
crypto implementations and can be used to pro-
tect the entire crypto IP (multiple engines—AES/
SHA/ECC) within a chip, without any change to
the existing architectures. This configurability
provides a huge benefit to the industry as they
strive to preserve alegacy for their existing crypto
implementations.

The proposed CDSA does not degrade the perfor-
mance of the crypto engine, which is essential for
any industry to market the product. In addition, the
overheads involved are much lower compared to
the most of the existing state-of-the-art countermeas-
ures (which also may not be generic).

Future works can investigate fully digital imple-
mentations of the proposed CDSA hardware [18],
[21], [23], [24]. This flexibility of such a synthesiz-
able countermeasure would allow the industry to
adopt to this circuit without having to put extra man-
ual effort that comes with technology scaling.
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As the number of Internet-connected devices
increases, the threat surface for these resource-con-
strained devices increases significantly. Future
research should focus on cross-layer optimization
across the physical layers, combining network and
system to enhance security while maintaining the
throughput, power, and area constraints (Figure 6).

IN SUMMARY, THIS article provides a low-over-
head solution to the power/EM SCA attacks, while
maintaining the legacy of the existing cryptographic
algorithms, which are necessary requirements from
an industry standpoint. CDSA along with lower-level
metal routing demonstrated the highest MTD (> 1B)
achieved to date with much lower overheads com-
pared to the state-ofthe-art countermeasures.
Without incurring any performance overhead, this
generic solution tries to bridge the gap between the
research community and industry demands. ]
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